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Gone Phishing…
Back Later As You!
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• The Phishing Phenomena

• Statistics and trends for cybercrime
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� The user receives an email directing 
them to a website which looks official, but 
isn’t! The user is encouraged to enter 
account details, passwords etc.

� The term phishing comes from the fact
that cyber-attackers are fishing for data; 
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� Can You Read This?
Phishers use ‘fzuzy’ domians to tirck the eye in a smii lar
mnaner to tihs apporach. It is less obvuios, but prov es 
effcetive when attacking the viitcm. Tihs is jsut one of the 
mnay mehtods phihsers exlpoit for web spiofnog. 
Reaercsh inidaactes taht we raed words as a whole, not 
the signle lteters, thus the fsirt and lsat lteters nee d only 
to be in the rhgit palce.
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� New generation browsers already have some warnings. Try 
www.citybank.com@google.com and you’ll get
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Cyber Attack Sophistication Continues to Evolve
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For the first time in 10 years, the number of disclosed
vulnerabilities is decreasing YTY
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The greatest number of disclosed vulnerabilities have a rather 
complex exploitation path, nevertheless allow for remote code 
execution and information disclosure.
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A significant number of vulnerabilities disclosed in the first half 
of 2007 remain unpatched. This is an increase from 2006.
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The majority of vulnerabilities are remotely exploitable.
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Sources of phishing e-mails



12 APDC – Internet Banking – Tendências e Desafios © 2007 IBM Corporation

Which companies are the most targeted for phishing attacks?

• Bank of The West

• Bank of America

• Branch Banking & Trust

• Chase

• Citibank

• Deutsche Bank

• E*Trade Financial

• Ebay

• Fifth Third Bank

• National City

• North Fork Bank

• PNC Bank

• PayPal

• Postbank

• Regions Bank

• Sparkasse

• U.S. Bank

• Volksbanken Raiffeisenbanken

• Washington Mutual

• Western Union
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The hacking game is over. Now its business.
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